
BOARD OF COUNTY COMMISSIONERS
COUNryOF KITTITAS

STATE OFWASHINGTON

RESoLuiloN No. 2024- c I L
A RESOLUTION ADOPTINGTHE KITTITAS COUNryCASH HANDLING MANUAL

wHEREAS, the Board of county Commissioners adopted the cash Handting poticy and procedures
on November 5,2019; and

WHEREAS, the Washington State Auditor's office recommends that counties have cash, cash
receipting, credit card, banking, and EFT poticies and procedures approved and imptemented to
provide for the continued safety of pubtic monies;

wHEREAS, the current poticy has been updated to reftect updated RCWs, SAo guidance, county
best practices, current changes to banking, and software changes;

NOWTHEREFORE, BE lT RESOLVED: WHEREAS, these policies may be changed from time to time, and
should not take the form of a resolution; and WHEREAS, any and all deletions, additions, or changes to
current policies will require a new resolution to adopt the new Table of contents with those changes;

NOW THEREFORE, BE lT RESOLVED that the "Cash Handling Manual" has been adopted with the
attached Table of Contents.

NOW THEREFORE, BE lT RESOLVED: Resotutions No.201 1-OO2,1999-62, and 1999-99 are hereby
rescinded in their entirety and reptaced Resotutio n 2024- Qljrittit^s County Cash Handting
Manua[.

Dated this l Bth day of January 2024, at Ettensburg, Washington.
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CHAPTER 1:

Cash Handling Policy and Procedures

Purpose

The purpose of the " Kittitas County Cash Handting Poticy and Procedures" is to create a guidetine
for att Kittitas County emptoyees who bear the responsibitity for the cottection and handting of
cash as part of their job responsibitities. The goat of this manual is to provide the toots to minimize
risk and losses, increase awareness of responsibitity, and ensure comptiance with the RCW and
State Auditor's requirements.

Authority

Washington State Constitution Articte Xl, 15, and Revised Code of Washington (RCW) 36.29.010,
describe the general duties of the County Treasurer as it pertains to cash handting as fotlows:

1) Shatl receive at[ money due to the county and disburse it on warrants issued and
attested by the county Auditor.

2) Shatt issue a receipt in dupticate for atl money received other than taxes; the treasurer
shatt detiver immediatety to the person making the payment the originat receipt and
the dupticate shatt be retained by the treasurer.

3) Shatl maintain f inancial records ref lecting receipts and disbursements by fund in
accordance with gene ratty accepted accounting principtes.

Poticy and Procedures

Many of the cash handling duties and responsibitities assigned to the County Treasurer by taw
inctude actions by other County officers, emptoyees, and agents. To ensure that att County
emptoyees responsibte for handting cash are aware of their responsibil.ities, the fottowing poticies
and procedures witl provide rutes and guidetines for atl cash handters in Kittitas County. ln the
event of a conftict between these poticies and procedures and those adopted by a department,
these po[icies and procedures shatt take precedence.

Departments are expected to keep emptoyees who handle cash informed of att County cash
handting policies and procedures. Att emptoyees who are invotved in the handting of monies are
expected to be accurate and efficient when processing customer payments, making change, or
accepting checks. They are atso expected to safeguard County funds against loss and to estabtish
and maintain good customer retations. Atl. existing and future emptoyees who handte cash are
required to verify that they have read and accepted the Kittitas County Cash Handting Poticy and
agree that any viotation of said Poticy may resutt in disciptinary action up to and inctuding
termination and possibte criminaI prosecution.

Custodiat Responsibitity and Liability

A custodian is personatty responsibte for att County money within his/her control and may be hetd
tiabte for any loss occurring unless an act of God, a robbery, or a statutory exception caused the
toss.
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1 ) Att County cash handters shatl compty with their departments and the Kittitas County
Cash Handting Poticies. Att cash handters who fait to compty with their departments or the
Kittitas County Cash Handting Poticies may be subject to disciptinary action, up to and
inctuding termination.

2) Attcash handters who obtain custody of County money are personatty responsibte untit the
money is deposited with one of the County Treasurer's authorized agents or banks, and
may be hetd tiabte for any [oss, theft, or statutory exception.

3) lt is strongty encouraged that atl. cash handters emptoyed by Kittitas County must comptete
a background check.

4) Att transfers of custody of County money to the Kittitas County Treasurer shatt be
documented on a Cash Suspense Receipt approved by the Kittitas County Treasurer and
must inctude the specifications of the breakdown of cash, checks, etectronic transfers,
and remote deposits, the department for whom the deposit is being made, and the name
of the person who compteted the Cash Suspense Receipt on behatf of the department.

5) Any department cashier who issues a written receipt accepting custody of County money is
responsibte and tiabte for the timety deposit of that money. The tiabitity for timety deposit
starts with the originaI receipt of County money by a County officer, emptoyee, or agent and
ends when the money is deposited with the County Treasurer or bank. Att money received
must be deposited within 24-hours untess authorization to waive the 24-hour deposit
requirement has been approved by the Treasurer. Under no circumstances shatt funds be
hetd for more than one week.

6) Temporary employees hired by a county department may be utitized as a cash handter must
fottow the same procedures outtined throughout this manuat.

Cash HandlerTraining

Alt County emptoyees invotved with the handting, receipting, reconciting, or depositing of money
shatl read and understand the Kittitas County Cash Handting Poticy and Procedures. lt shatt be the
responsibitity of the Department Head, Etected Off iciat, or designee of each department to ensure
each cash handter's comptiance.

1) Any emptoyee determined to have cash handting duties or responsibitity shatt read the
Cash Handting Poticy and Procedures within 30-days of hire or assignment of duties.

2) For speciaI events Kittitas County may contract temporary cash handters. Kittitas County
may assign the Treasurer's [ead cashier to train the temporary emptoyee. lf the emptoyment
period is anticipated to be 30-days or longer, the contracted emptoyee must read and
understand the Poticy.

Cash Handting Compliance

1) lt is the responsibitity of each Etected Officiat/Department Head to provide training to atl.

emptoyees invotved in handling, receipting, reconciting, and depositing money, to ensure
comptiance with the requirements of the Kittitas County Treasurer.

2) The Kittitas County Treasurer shall provicie any clarif ication of the Kittitas County e ash
Handting Poticy and Procedures.

3) The Etected Off iciat/Department Head shatt attow the Kittitas County Treasurer or his/her
authorized deputy to periodicatty inspect and report on the department's cash handting
procedures.

4\ The Elected Officiat/Department Head shatl. designate a department cashier to handte the
transmittaI of funds and deposits to the Kittitas County Treasurer.
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Cash Handling

Description

Consistent use of Best Practices is a key etement to our success. This procedure outtines good
cash handting, organization of titts, proper handting of checks, cash, and other forms of payment,
source documents that need to be saved, and how to check for counterfeit currency.

Processes & lnstructions

Definitions
o Cash Drawer (aka 'Till'): The titt where you ptace your starting cash.
o Fraud Fighter: A device that detects counterfeit bitts.
o Ftashti8ht: A smatt ftashtight with UV Btack Light used to detect counterfeit bitts
o )og/)oq€ed: Atigning paper or notes together to form a neat stack.
o Cash Drop: Removing and safeguarding excess funds when the titt contains $10,000 or

currency is overftowing even though the titt is not at $10,000.
o DuaI Custody: Two team members (Cashier and Manager or Lead) transporting, counting,

and securing currency.

Handl.ing Cash

1) Each cash drawer contains coins and currency which shoutd be arranged in a consistent
manner.

2) Onty currency and coins may be stored in a cashier's titt at the Front Counter.
a. Under no circumstances shoul.d jewetry, [unch money, make-up, candy, or other

personal items be found in a cash drawer or any other location where checks or
currency are kept.

3) Atways ensure the cash and cash drawer are secured.
a. Drawers at the front counter are to remain locked untess needed during a

transaction, checks are to be ptaced in the cashier's drawer in the order they were
receipted.

4) Cash drawers, prepared deposits, and/or titt keys are not to be teft unattended white in the
back office or front counter.

5) Keys to a station's drawer are not to be teft in the keyhote.
a. Keys shoutd be restricted to the minimum possibte number of emptoyees. A written

record of office keys shoutd be maintained, and it is the responsibitity of a
terminated or transferred emptoyee's supervisor to ensure that keys are returned by
terminated or transferred emptoyees. lf combination locks are used, the
combination shoutd be changed annuatty or whenever an emptoyee who knows the
combination terminates County emp(oyment or transfers to another department.

6) Fottow Best Practices for Checking for Counterfeit Bitts.
7) Cash is to be cou nted a minimum of twice when being receipted; up to as many times as it

takes to get the same amount twice.
a. Before counting separate and face currency and coin by denominations.

8) lf change is required, both coin and currency are to be counted a minimum of two times to
confirm it is correct; then counted a third time out loud to the customer when giving them
their change.
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9) Tender currency/coin received; enter the amount the customer is tendering to reftect cash
returned to the customer.

a. Exampte: Transaction totating $1,455.00; customer pays $t,500.00 in currency;
enter $1,500.00 and the point of sate witl catcutate the amount of change due to the
customer.

Acceptance of coins

1) The United States Department of Treasury has determined that atthough coins are [ega[
tender underthe Coinage Act of 1965, no Federal statute mandates acceptance of coins for
payment, and because no Washington state law mandates such acceptance for payment,
the County has adopted a coin acceptance poticy on payments to promote office
efficiencies and the timety provision of services to its residents.

2) Acceptance of coins for payments of f ines, debts, taxes, and other pubtic obtigations may
be refused under the fottowing circumstances:

a. When the coins are bent, broken, damaged, or detivered in unsanitary conditions.
b. When the coins are non-U.S. coins.
c. When coins exceed $20 in amount.

3) Coin must be detivered in rol.ted steeves with a receipt designating the amount being
detivered if the number of coins exceeds standard banking procedure (see Appendix 1 .) For
exampte: 51 dimes woutd require a rotl of 50 ptus one toose dime.

4) The payor witt be responsibte for att identified shortages upon a coinage count and payment
vatidation by the bank.

BatancingA Cash Drawer

Persons who cottect County money from the pubtic shatt batance their cash drawer daity. Att
money shoutd be batanced and deposited with the County Treasurer according to RCW
43.09.240, which states in part... "Every pubtic officer and emptoyee, whose duty it is to cottect or
receive payments due or for the use of the pubtic, shatt deposit such money cottected or received
by him or her with the treasurer of the taxing district every twenty-four consecutive hours. The
treasurer may in his or her discretion grant an exception where such daity transfers woutd not be
admin istrative[y practicaI or feasibte."...

Cash drawers wit[ be batanced to receipts daity, and Etected Officiats/Department Heads are to
designate an emptoyee to handte the transmittal of funds and deposits to the Treasurer's Office.

For batancing a cash drawer, the fottowing procodure is rccommcndcd:

'1) Al[ currency and coin is counted and tisted by denomination on a cash count sheet.
2) The cash handter lists att checks on an adding machine tape, or an Excel spreadsheet,

and transfers the check amount to the cash count sheet. The cashier shoutd conf irm that
a[[ checks have the required endorsement stamp.

3) Totat att of the receipts written.
4) The total of cash and checks should be equal to the totat receipts written, less the

beginning cash drawer batance.

Large Cash Transactions
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When receiving cash for a tax payment, bai[ money, or deposit, regardtess of the amount, atl. the
fottowing steps must be adhered to:

1) Determine the amount of cash being received.
2) lf the cash is $5,000.00* or more, duat custody is required when counting. Request that a

co-worker witness you counting the cash. You may atso request that the co-worker count
the cash.

a, lf the cash is less than $5,000.00, duat custody is not required, under this poticy,
but the cash handter must request dual custody.

3) Do not ptace the cash in your drawer untit the amount has been verified and receipted.
4) Do not leave the cash unattended.
5) On the receipt, confirm the amounts posted and any cash back.
6) Give the receipt to the customer.
7) Print a receipt for yoursetf and wrap it around the cash with a rubber band.

Cash bait over $10,000 in two or more retated transactions received by a court cterk or anybody
receiving bail on the cterk's behatf, presumabty a sheriff's office is required to fite IRS Form 8300

*minimum threshold

Cash Drop

Cashiers shoutd maintain an awareness of how much cash has passed through theirtitt. When the
drawer batance exceeds the amount set by poticy, or the number of bitts makes it physical.ty
difficutt to deaI with, funds shoutd be removed from the drawer and secured to safeguard the cash
f rom loss or theft. This shoutd be done using the steps outtined betow:

1) When a cashier's tit[ reaches $t O,OO0 or there is no room for add itionat cash a cash d rop
witt be compteted.

2) The cash drawer is counted back down to its original starting amount, and the remainder
of the money is removed to a secure location.

3) The cash drop shoutd be made in dual control with the cashier and a member of
management.

4) The cashier removes [arge denomination bitts and counts the cash using a ten-key
catcutator which witt be initiated and dated by the cashier and manager.

5) The cash witt then be secured in a seated bank bag and ptaced in the cashier's locking
drawer in the department/office vautt.

6) Reminder: Retrieve the dropped amount secured in the cubby or drawer before batancing.

Gash Overages and Shortages

Att funds received by County emptoyees are to be deposited intact (as received) to the Treasurer's
Office.

ln the event of a suspected loss of pubtic funds, the correct procedures must be fottowed to
minimize the [oss. lf a loss occurs the fottowing procedures shoutd be fottowed:

RCW 43.09.185 requires that att state agencies and tocat governments immediately notify the
State Auditor's Office (SAO) in the event of a known or suspected toss of pubtic funds or assets or
other ittegat activity. *See reporting of tosses pg. 15
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This guidance shoutd estabtish an individuaI responsibte for informing managers and emptoyees
about these reporting requirements and ensuring the SAO is promptty informed of losses as
required. These actions witt atso hetp to ensure that:

. Losses are minimized.
o lnvestiElations and audits are not hampered.
r lmproper setttements are not made with emptoyees.
o lncorrect personne[ actions are not taken.
. Emptoyees are protected from fatse accusations.
. Bond ctaims are not jeopardized.

lf , upon batancing daity receipts, it is discovered that the funds to be deposited do not equat the
receipt posted, an over/short situation exists per Resotution 2O23-074. lf, after an appropriate
search for any missing funds and/or recatcutation of funds to be deposited and receipts posted,
the over/short situation remains, comptete the fottowing procedures:

1) Comptete the "Cash Suspense Receipt" as documented by the receipts.
a. The Cash Suspense Receipt must be submitted identifying the composition of

checks and cash cottected and deposited by the cash handter. To ensure that the
monies are recorded correctty, the compteted Cash Suspense Receipt must
inctude the fottowing information:

i. Amount of the deposit.
ii. Date
iii. Name of the department depositing.
iv. Fund # that the revenue is to be credited to.
v. Appropriate BARS number identifying the source of the revenue.

2) lf the funds to be deposited exceed the receipt totats, record the overage ao a pooitive
amount on the Cash Suspense Receipt under BARS #369.81-Cashiers' Overages and
Shortages.

3) lf the money to be deposited is less than the receipt totats, record the shortage as a
negative amount on the Cash Suspense Receipt under BARS #369.81-Cashier's Overages
and Shortages.

4) Variances must be reported to the Etected Officiat/Department Head. lf the variance
exceeds $50.00, the Etected Officiat/Department Head must bring it to the attention of the
County Auditor. (See Reporting of Losses, pg. 15)

5) UNDER NO CIRCUMSTANCES SHALL A COUNry OFFICE OR DISTRICT MAINTAIN A'SLUSH
FUND" OF MONEY TO SUPPLEMENT CASH DIFFERENCES.

6) UNDER NO CIRCUMSTANCES SHALL A COUNW OFFICE OR DISTRICT REMOVE FUNDS TO
BE DEPOSITED TO MANIPULATE THE DEPOSIT OR RECEIPT AMOUNTS.

The Treasurer's office witl verify the loss and report it to the County Auditor's office (*see reporting
of [osses, pg. 15).

Recurring Offages

When a loss or overage occurs, regardtess of the amount, the Department or District management
must make note of it and have a system for reviewing such incidents. Emptoyee theft is the targest
unreported loss faced by most businesses and spotting patterns in over/short situations can save
thousands of dottars. White a few dottars may seem insignificant, an emptoyee taking smatt
amounts is tikety to escatate to [arge amounts.
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Most variances are one-time, accidentat, events but having reports and reviewing them
significantty increases the chances of seeing patterns in amounts or employees.

A manager seeing, suspecting, or being notified of recurring offages shoutd:
1) Create a packet of receipts showing dates, amounts, and emptoyee(s) who generated the

over/short receipts.
2) Contact the Treasurer's Office to review the data.
3) lf the pattern appears retated to a specific emptoyee, additionat actions before a

discussion with the employee may inctude:
a. Contacting the HR Department
b. Notifying the Auditor's Office
c. Seeking guidance from the Prosecutor's Office

lf the pattern appears retated to a specific customer, transaction type, or dottar amount, ptanning
or procedurat changes may be needed to minimize future occurrences. (see Reporting of Losses)

Ghecking for Countedeit Bilts

When cash is tendered, it is the cash handter's responsibitity to review the currency for any
potentiat possibl.e signs of counterfeiting. Best Practice is to check looo/o of att bitts $20 and targer

The methods we use for checking for counterfeit notes are:
o Ftashtight: Backtight the security strip.
o Security Strip: Contains the dotlar amount of the note and "USA"

o Exampte: $1 00 bitL woutd have "100 USA 1OO USA 100 USA" printed atong the
security strip

o Fiber Content: US currency paper consists of 25o/o linen and 75% cotton and contains
smatl randomly disbursed red and btue security fibers embedded throughout the paper

o Size of the Bitt: When bitts are jogged, they shoutd be the same size.
o For more information visit: www.uscurrency.gov.

lf you are suspicious of a bitt presented by a customer, the fottowing procedure is to be obserued
1) Notwithstand ing the fottowing guidetines, never do anything that puts yourself at risk;
2) DO NOT return the currency to the passer;
3) DELAY the passer, if possible;
4) Note the passer's description, the description of any companion, and if possibte, the

license number of any vehicte used;
5) Handte the bitt as tittte as possibte in order to preserve any fingerprints, and ptace it in a

protective cover;
6) Surrender the bitt onl.y to law enforcement authorities;
7) Notify the Department Head or Etected Off iciat
8) Counterfeit money received by the bank witt be recorded as a [oss to Kittitas County.

lf a cash handler has identified counterfeit documents in their possession without knowledge of
their origin, contact Secret Service; they will ask for serial numbers and other identifiers to
confirm whether the bill is counterfeit.

Altered Currency

Attering currency is done by taking a genuine bitt and tearing off a corner or two of a smatt bitt such
as a $1 or $5 and then reptacing these comers with the corners of a targer bitt such as a $10, $ZO or
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$SO Oitt. The originat targer denomination bitt is stitt redeemed as fut[ value as mutitated money with
one or more corners missing. The Treasurer's Office recommends as a standard practice counting
currency by tooking at the face of the bitt, not at the denomination in the corners.
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Cash Receipting

Description

BARS GAAP Manuat 3.6.1 - At[ f unds, check or cash, must be receipted immediatety upon
acceptance. Att funds and receipts must be ptaced in a lockabte drawer or cash register. The
cash register and/or drawer must be kept tocked at at[ times when authorized personnel are not
in attendance or within the receiptingarca.

o Att customers must be issued a receipt for att transactions, using onty authorized forms
(this is for tax payments and department/district deposits)

o Require cashiers to endorse and date-stamp checks immediatety upon receipt.
o Each cashier has unique login credentiats that shoutd not be shared.
o Each cashier shoutd lock their terminat(s) when they step away.
r lndividuaI cash drawers for each emptoyee who handtes cash, with no sharing permitted
o Balance cash drawer daity with the appropriate documentation.
. Deposits shoutd be made intact to authorized entity accounts only.

Deposits

1) Every pubtic officer and emptoyee, whose duty it is to cottect and receive payments shoutd
deposit receipts with the treasurer of the [ocaI government at least once every 24-hours.
The treasurer of the [ocaI government may grant an exception where such daity transfers
woutd not be administrativety practicaI or feasibte (RCW 43.09.240).
Deposits must be made intact, meaning atl payments received must be deposited without
substitution. This is evidenced by the composition of checks and cash listed on the deposit
stip matched to retated receipt records.
Checks must be restrictivety endorsed For Deposit Onty immediatety upon receipt.
Separate bank accounts may be used to receipt f unds and transfer them to a master
account to facititate the timety cottection of cash in remote areas or as part of the
government's banking structure. These accounts (which may be referred to as zero-
balance, ctearing, transmittaI or depository accounts), shoutd be swept at teast monthty
and be independentty reconciled the same as atl other bank accounts.

2)

3)

4)

The cashier needs to review the check for negotiabitity. The fottowing are items to look for:
1) MICR needs to be pre-printed on the face of the check atong with the minimum of the

customer's name; preference is the customer's address, city, and state (this information is
needed if a refund needs to be generated)

2l Current date (if in person).
3) Acceptabte Payee examptes; Kittitas County Treasurer; KCT; Kittitas County Assessor;

Kittitas CountyAuditor; or Kittitas County.
4) The amount of the check must appear twice: numerical and written. Financial institutions

credit our account from the written tegat. Be sure to enter the check amount tendered
from the written tegat. (lt is common for customers to omit part of the written tegat.)

5) Att checks or check-like items must be restrictively endorsed at the time of tendering
payment.
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6) Once the checks or check-tike items are tendered, they need to be secured from the view of
customers (ptaced in a titt, drawer, or secured tocation).

7) No two-party or postdated check wit[ be accepted.
8) Credit/Debit cards must be present to use as a form of payment (a photocopy is not

acceptabte). See Credit Card chapter.

Receipting

The fottowing information shoutd be inctuded on atlreceipts:
o Amount of receipt.
. SequentiaI number of receipt.
o Date of receipt.
o Name of the payee.
o Tender type of funds received (i.e. cash, e hecks)
o ldentification of cashier receiving funds.

1) Accepting checks - general guidetines and best practices
a. Compare the written amount and the numerical amount. State taw says if there is a

difference between the two, the written amount is the correct amount for tegat
purposes. (RCW 62A.3-1t 8(b))

b. Verify that the check has been signed by the payer.
c. Watch for speciatwording such as 'NOT GOOD lF OVER $1,OOO" or "VOlD AFTER 30

DAYS", as any speciat instruetions written on the check take nreeedence nver
Washington State Law.

d. Verify that the check is MICR encoded atong the bottom edge with the 9-digit
l-ederat Reserve routing number.

e. Refuse two-party checks.
f. Refuse acceptance of post-dated checks.
g. Accept checks for the amount owed only. No change may be given to the

customer.
h. Refuse checks written 180 days before the current date as the bank may not

redeem any check over this time [imit.
i. Foreign checks shoutd not be accepted untess the check states "PAYABLE lN U.S.

FUNDS.''
j. No emptoyee or personat checks, loans or IOU's may be cashed from any cash

drawer, change fund, or petty cash suppty.
k. A restrictive endorsement shoutd be immediatety ptaced at the top 1 .5 inches of the

back of any check received. Your office endorsement shoutd be stamped on att
checks before deposit with the Treasurer's Office. Att departments shoutd use an
endorsement stamp tike the fottowing:

AUDITOR-LEGALS
PAY TO THE ORDER OF

US BANK OFWASHINGTON
FOR DEPOSIT ONLY

KITTITAS COUNry TREASU RER
1 23 4567 89 1 23 4567 890 1 23 4
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When depositing directty into a bank account, other than an account maintained by
the Treasurer's Off ice:

KITTITAS COUNTY SOLID WASTE

PAYTO THE ORDER OF

CASHMERE VALLEY BANK
FOR DEPOSIT ONLY

1 23 4s67 89 1 23 4567 890 1 234

Receipting "over-the-cou nter" payments

1) The departments shoutd estabtish initiaI controI of receipting for "over-the-counter
payments" using cash registers or computer software that provides a receipt numbering
system, or pre-numbered mutti-copy cash receipt forms. Under no circumstances will
unnumbered receipts be used.

2) The department cashiers or accounting cterks wit[ account for at[ pre-numbered receipt
forms that are printed for their department. Voided departmentaI receipts witl not be
destroyed. Voided receipt forms shatt be kept on fite in the department.

3) Att pre-numbered receipt books issued to outside cash handting sites shoutd be logged out,
and signed for, by the Etected Off iciat Department Head or his/her designee. The numerical
sequence of receipt books shoutd be kept in the proper order to better account for issued
receipts.

5) Checks must be for the exact amount.
6) NO CASH CAN BE GIVEN BACK AS CHANGE TO A CUSTOMER FOR PERSONAL CHECK,

COMPANY CHECK, CASHIER'S CHECK, OR ANY CHECK-LIKE INSTRUMENT.

Receipti ng Payments bv_l4ail

Any payment processing procedure shoutd inctude a ctear record of money received, be processed
timety, and identify the cashier handting the processing of mai[. The fottowing suggested guidetines
shoutd be fotlowed:

1) Departments shoutd estabtish initiaI control of incoming mait received by imptementingthe
fottowing procedure:

a. Two emptoyees shoutd open daity mai[ and prepare a tist of cash and checks
received (remittance tist), identifying:

i. Date checkwas received.
ii. Name of the payee on the check.
iii. Checkthe amount.

b. ln departments where this procedure is not a viabte option, the department shoutd
imptement a system of supervisory review of the remittance tist and bank deposits.
(Appendix 2).

c. Prepa re a[[ payments for im mediate deposit with the Cou nty Treasurer or bank. Be
sure checks are signed.

d. Put aLt unprocessed mait in a secure tocation, such as a vautt or locked cabinet or
drawer overnight.

2) When receipting payments received in the mait, the fottowing procedures shoutd be
obserued:

a. Using cash registers or computer software that provides a receipt numbering
system, or pre-number red mutti-copy cash receipt forms. Under no circumstances
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witl unnumbered receipts be used.
b. Departments should process a[[ payments received in the mait daity.
c. Checks received via mai[ that are over/under the threshotd per Kittitas County

Resotution #2023-074
i. lf the funds to be deposited exceed the receipt totals, record the overage as

a positive amount on the Cash Suspense Receipt under BARS #369.91-
Cashiers' Overages and Shortages.

ii. lf the money to be deposited is less than the receipt totals, record the
shortage as a negative amount on the Cash Suspense Receipt under BARS
#369.81- Cashier's Overages and Shortages.

d. Receiving cash by mait
i. The Treasurer's office strongty discourages sending cash through the mait.
ii. lf cash is received via mai[, it must be counted under dual control and

receipted immediatety.

lnternaI Controts

lnternaI controI refers to how management runs its organization and achieves organizationaI
objectives. Office of the State Auditor 3.1.3 (Appendix 6).

lnternaI controI is a process designed to provide reasonabte assurance regarding the achievement
of objectives in the fottowing categories:

. Effectiveness and efficiency of operations performance

. Comptiance with appticabte laws and regulations and safeguarding of publ.ic resources

. Retiabitity of financiaI reporting

The fol.towing are the minimum expected controts for cash receipting:
1) More than one emptoyee shoutd open the daiLy mait and prepare a tist of cash and checks

received (remittance tist). lf duat custody is not feasibte, the department shoutd consider
compensating controts such as having mai[ opened in an area observabte by other
employees or stronger monitoring controts over revenues.

2) Deposits may be prepared by the person who received the payment. The department
shoutd implement a system of supervisory review of the remittance list and bank deposits
to ensure deposits are made intact.

3) Checks received in the mait shoutd be briefty reviewed for accuracy (e.g., proper payee,
date, signature of payor, etc.). Checks with obvious inaccuracies shoutd not be inctuded in
the deposit. ln such a case, the entity shoutd contact the payor and request that the
poyment bc corrcctcd or rcissucd.

4) The daity remittance list shoutd be compared (reconcited) to dail.y deposit stips and to the
cash receipts journa[ (or check register) regularty. This shoutd be performed by someone
other than the emptoyee who prepared the remittance [ist. Any shortage shoutd be
resotved.

5i A dupticate copy of the bank-vatidated deposit sl.ip showing the composition of receipts
shoutd be retained by someone other than the emptoyee making up the deposit.

6) The bank statement reconciliation shoutd be performed by a person who does not have
custody of or access to cash during any point in the receipting and depositing process.
This reconcitiation shoutd inctude comparing deposits per bank to recorded receipting
transactions in the generaI tedger.

7) Deposits shoutd be physicatty safeguarded using bank bags with locks or other tamper-
proof devices.
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8) Receipts shoutd be physicatty safeguarded during the operating day and secured in a safe
or vautt overnight. Access to the cashiering area shoutd be appropriatety restricted
whenever possibte.

9) Access to the safe orvautt shoutd be limited, and the combination shoutd be changed
periodicatty. ln addition, the safe and vault combination shoutd be changed after
emptoyees terminate emptoyment.

10) lf the department utitizes cash registers, there shoutd be one change fund and one cash
register (or drawer) per cashier. This atways enabtes the assignment of responsibitity for
cash to a specific individuat.

1 1) Poticies shoutd contain instructions for identifying cash receipts and for dating cash
receipts journaI entries for that day's receipts.

12). Under no circumstances are emptoyees attowed to edittheir own receipts. Att edited
receipts must be completed by a manager and there must be a reason stated in the
comment section of the receipt as to why.

a. Suspense receipts can onty be edited by the Treasurer's office. The treasurer's
off ice must receive the request via emaiI from the manager/supervisor.
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Deposits

Departments wit[ submit deposits to the County Treasurer's office within 24-hour of receipt untess
a deposit waiver per RCW 43 .09.240 has been signed by the department/district and the Treasurer.
Deposit requests are submitted etectronicatty through the CAMAS workftow submission process.
The Treasurer's Office witt provide an etectronic receipt through CAMAS, the receipt witt be emaited
to the person who uptoaded the originat request.

Off-campus department deposits witt be picked up daity by courthouse security. On-campus
departments wi[[ detiver their prepared deposits to the Treasurer's office. *See Daity Pickup of
County Funds for Bank Deposit, p9.21.

Preparing Deposits

Deposits must be verified to the bank account the fottowing business day. Transactions are
viewabte in the treasury management system as wett as ontine bank statements. For questions
about specific transaction postings, contact the Treasurer's Office.

Checks that have been remotety deposited must be retained untit the check has cteared and
posted to the account. The County recommends the physical check be hetd tonger in case the
check is returned or if there is reported f raud per County retention poticies and procedures.

1) Prepare a Deposit Stip
Deposit stips are uniquety coded to your department and location, so ptease use onty those
dcposit stips thot Trcasury has ordered for your use. Do not share with another departnrent.
Deposit amounts are sptit into three components and then totaLed:

a. Totat the Currency (bitts)
i. Count the currency.
ii. Enter the total on the "TOTAL CURRENCY" [ine. Enter "0" if none.

b. TotaI the Coin
i. Count the coins.
ii. Enter the total on the "TOTAL COIN" [ine. Enter "0" if none.
iii. Ptace the coin in an envetope.

c. Totatthe Checks
i. Each check needs to be property endorsed. This shoutd be done

immediatety upon receipt of the check. *ContactTreasury to order
endorsement stamps.

ii. Run a tape of the checks.
iii. Enter the total on "Line 1 " OR list each check individuatty on lines 1 through

26. Use additionat [ines on the back, if needed.
iv. Totat Deposit
v. TotaI currency, coin, and check amounts.
vi. Enter the total in both ToTAL boxes.
vii. This totat needs to match your Treasurer's Receipt totat.
viii. lnitiat receipt.
ix. Keep the yetlow copy of the deposit stip for your records.

d. Date, [ist department and initiat each deposit stop.
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2l Bag the Deposit
a. Name - enter Kittitas County/Your Department/Your Name.
b. Account #/Location # - leave btank. lnformation is on the deposit stip.
c. Said to Contain - enter dottar amounts for Cash, Checks, and Totat Deposit.
d. Date - date of deposit

Currency and coin go into the pocket. Checks go into the pocket with the deposit stip facing
the front. Seat both the top and bottom portions of the bag by removing perforated strips.

3) Fitt out the deposit tog
Comptete one line in the tog per bag so each bag can be tracked separately:

a. Date - enter the Courier pickup date.
b. Time - Security witt f itt out the time of pick-up
c. Bag# - number on the deposit bag
d. Deposit Amount - amount listed on the bag
e. Emptoyee - name of the emptoyee whose deposit it is
f. SO lnitiats - Security Officer initiats.

4) Suppties
Contact the Treasurer's office to order endorsement stamps, courier deposit bags, and
your uniquety coded deposit stips. Emait treasuer@co.kittitas.wa.us or catt 509-962-7535.

5) lssues with Deposit or Security
Contact the Treasurer's office to resotve any issues you may experience
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Reporting of Losses

Description

ln the event of a suspected toss of pubtic funds, the correct procedures must be fottowed to
minimize the loss. lf a loss occurs the fottowing procedures shoutd be fottowed:

Per RCW 43.09.185 requires that att state agencies and [oca[ governments immediatety notify the
State Auditor's Office (SAO) per BARS GAAP Manual 3.10.2 in the event of a known or suspected
loss of pubtic funds or assets or other ittegat activity.

This guidance shoutd estabtish an individuat responsibte for informing managers and emptoyees
about these reporting requirements and ensuring the SAO is promptty informed of losses as
required. These actions wit[ atso hetp to ensure that:

r Losses are minimized.
r lnvestiElations and audits are not hampered.
o lmproper setttements are not made with emptoyees.
o lncorrect personnet actions are not taken.
. Emptoyees are protected trom fatse accusations.
. Bond ctaims are not jeopardized.

The County shoutd immediatety notify the appropriate [ocaI or state law enforcement agency of
the fottowing:

. Suspected losses invotving the heatth or safety of emptoyees or property.
r Losses resutting from breaking and entering or other vondatism of propcrty.

Entities are not required to report the fottowing to the SAO:

NormaI and reasonable over and short situations from cash receipting operations. Record
these transactions in the accounting system as miscettaneous income and expense,
respectively, and monitor this activity by the cashier for any unusuaI trends.
Reasonabte inventory shortages were identified during a physicaL count. Record inventory
adjustments in the accounting system.
Breaking and entering or other vandalism of property.

Offices/Departments shoutd notify the Treasurer's Office when there is a net loss of $SO or more on
any eingte transoction, cosh drowcr, or overthe course of a ca[endar nrontlr for urre errrptuyee.
(Appendix 3)

The Treasurer's Office witt verify the [oss lf a net loss is verif ied, the Treasurer's Office witt notify the
Department Head, Etected Officiat or their designee and the County Departments witt take the
fol.towing action(s):

1) Notify appropriate entity managers who are not invotved in the toss. This may inctude the
Etected Official/Department Head, their designee(s), the appropriate supervisors and
internaI finance/admin staff, depending upon the circumstances. Providing notification to
your legaI counseI may atso be appropriate.

2) Do not enter into a restitution agreement with an emptoyee prior to an audit to estabtish the
amount of loss in the case.

a

a
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3) Ensure that any personnel action is taken based on the emptoyee not fottowing entity
poticies and procedures, rather than for misappropriating pubtic funds (civiI versus
criminat). Fite a potice report with the appropriate tocaI or state law enforcement agency
when advised to do so by the County Auditor.

Once notified by the Treasurer regarding a net [oss, the Auditor's Office witt take the fottowing
actions:

Report the loss to SAO ontine or to the Audit Manager
Consotidate and protect the accounting records from loss or destruction. Att originat
records retated to the loss witt be secured in a safe ptace, untit SAO has compteted an audit
and the appropriate retention requirements are met. The Auditor witt atso retain the
compteted [oss reporting form.
Consult with Human Resources and the County Prosecuting Attorneyto advise the County
Department Head/Etected Officiat on next steps in resotving the issue, inctuding any
recommended civit or criminat actions retated to the loss.

Do not attempt to correct the loss without reporting to the authorities identified above. ln addition,
RCW 43.09.260 requires written approvaI of the State Auditor and Attorney Generat before state
agencies and locaI governments make any restitution agreement, compromise, or setttement of
loss ctaims covered by RCW 43.09.185.

1)

2)

3)
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Petty Cash

Description

Per Guidance SAO BARS GAAP Manua[ 3.8.8 in this section appties to petty cash, imprest
accounts, working funds, advance travet, stamp funds, change funds, or any other revotving funds
set aside for facititating minor disbursements, making change, and simitar uses. When revotving
funds are disbursed, they are restored to the authorized batance by a warrant drawn and charged
to the appticabte fund.

Petty cash inctudes change funds, titt accounts, revotving funds, advanced travet, and any money
or other funds set aside for such specif ic purposes as minor disbursements, making change, or
simitar use. lf petty cash is disbursed, it may be restored to its beginning batance twice monthty by
a warrant drawn and charged to the appropriate operating fund. The amount of the warrant shoutd
atways be equaI to the amount of the disbursements.

1) The Board of County Commissioners must authorize the estabtishment of each petty cash
account by resotution, submitted to the Board by the County Auditor's Office. Likewise,
subsequent increases or decreases in the imprest amount.

2) A custodian of the account shatt be appointed by the Board of County Commissioners, or a
County Board/Commission as designated in resotution. The custodian shatt not retate to
the processing of invoices, check signing, generaI account, or cash receipt functions within
the specific department, organization, or event.

3) The custodian sha[[ ensure the petty cash is atways kept in a safe and secure tocation.
4) lt is the responsibitity of each departmcnt to cnsurc that their petty cash account is

periodicatty reconcited by personnel other than the custodian of the account. The County
Auditor, or his/her designee, may perform audits of each department's petty cash ae counts
as deemed necessary.

5) The imprest amount shatl be estabtished by issuing a warrant. When estabtished by
warrant, the transaction is a non-budget item.

6) The authorized amount of atl petty cash must be accounted for on the County's Batance
Sheet.

7) lf petty cash is disbursed, it must be reptenished a minimum of one time per month. This
action is subject to the same review and approval process as invoices. The reptenishment
of the petty cash account must be vouchered with the appropriate originat receipts
attached. These receipts must inctude:

o. Date
b. Amount
c. Recipient
d. Purpose of each disbursement

8) Receipts must be signed by the person receiving funds. Receipts shoul.d be perforated or
canceted by some other means to prevent reuse. At the time of reptenishment, the
custodian must ensure the batance remaining in the petty cash fund, together with the
reptenishment voucher, equats the authorized imprest account.

9) The petty cash account may NOT be used to reimburse an emptoyee from these funds,
regardtess of the situation.

1 0) The petty cash account may NOT be used for personat cash advances, regardtess of the
situation.
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1 1) Petty cash accounts should atways be reptenished to their original levets at the end of each
fiscaI year. This witt ensure alt expenses are reflected in the proper accounting period.

12) When an individuat's appointment as custodian has ended, the fund must be reptenished
to its original batance and the imprest amount turned over to the disbursing officer. The
County Auditor must then be notified of the change in custodian, and his/her designee witt
be responsibte for performing an audit.
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Bank Returned (NSF) Checks

Dosoription

Each department head and etected officiat is authorized to charge a fee of $SS.OO for att checks
returned by the bank. As the bank charges a fee to the Treasurer's Checking Account for each
deposited item returned, the Treasurer's Office is authorized to assess an NSF Processing Fee of
$10.00 directty to the Department, Board, committee or Etected officiat that originau.y receipted
the check.

Checks may be returned due to insufficient funds, ctosed accounts, invatid signatures, stop
payments, or any other conditions making the checks invatid.

1) lf a check is returned by the bank, the Treasurer's Office wit[ contact the department that
originatty receipted the funds and request a Cash Suspense Receipt from them denoting
the BARS number that is to be debited. Once this information is received, the Treasurer's
Office wit[ process a "red receipt" (debit) to the department's funds. The Treasurer's Office
wit[ atso assess the department's fund an NSF Processing Fee of $S.OO. Departments that
have legistative or court-directed procedures for NSF checks are exempt from the
fottowing procedures (such as a District and Superior Court).

2) Departments may etect to require payment of the returned check and appticabte fees in
the form of cash, money order, or cashier's check.

3) Cotlection action taken by the department shoutd inctude any suitabte action necessary,
such as the revocation of the license or permit, and/or suspension of att f urther service
with the remitter untiI paymcnt of thc originat check amount, ptus att applicabl.e fees have
been received. Each department shoutd adequatety document any action taken.

4) A letter shoutd be sent to the remitter to notify them of the returned check. The tetter
shoutd inctude notice of the appticabte NSF fees, required mode of payment, and detaited
information on any action taken to revoke the license or permit, and/or to stop service.

5) Departments may etect to maintain a tist of parties who have had checks returned by the
bank and estabtish an internaI poticy for ref using personaI checks from any party on the
tist.
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Non-County Money

Monetary Gifts

Any monetary gifts to the County received by a county off iciat, emptoyee, or agent from a known
benefactor.

. An officiat county receipt for atl monetary gifts shoutd be given for face-to-face
transactions.

r Deposit att gifts in the County Treasurer's Office in exchange for a receipt.
. Providethe CountyTreasurerwith a memo outtiningthefactors associatedwiththe

receipt of the gift and any associated documentation.

Donation

A sum of money given to the county anonymousty or an error that cannot be returned.
. County off iciats, emptoyees, or agents who obtain a donation of money to the county are

responsibte for receiving, safekeeping, and depositing those donations.
. A receipt witt be written when the donation is deposited with the County Treasurer.

Found Property

Non-County money found by a county officiat, emptoyee, or agent, white performing county duties.
. Any county officer, emptoyee, or agent who f inds non-county money white performing

county duties, shatt immediatety turn in the money and a report to the security desk at the
courthouse.

Non-County Funds

Non-County funds (e.g., Fire House funds, coffee funds, "Friends Of " accounts for County parks)
are not to be deposited in County accounts.

o Atl. non-County f unds are to be kept separate from any County funds.
o The County assumes no responsibitity for non-County funds or their loss.
. Onty the County Treasurer is authorized to open County bank accounts in the County's

na m e a nd/o' 
Xlf:.Tol.]:.?:ifrl'lHli;..easu rer, a ny no n-county ru nd that is
inappropriatety or incorrectty tinked to the County's Tax lD number witt be
ctosed within 72-hours.
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Daily Pickup of County Funds for Bank Deposit

Description

Per RCW 36.29.010 the Treasurer may provide certain cottection services for county departments
as it is the duty of att entities where money received for whom the county Treasurer seryes as
treasurer must be deposited within twenty-four hours in an account designated bythe county
treasurer untess a waiver is granted by the county treasurer per RCW 49.09.240.

Deposits

For the safety and security of Kittitas County staff, a member of the Kittitas County Courthouse
Security Team wit[ pick up securety seated, tamper-proof deposits from off-site county
departments/offices daity. Deposits are to be readyfor pick-up by 10:00 a.m. These offices witt
inctude, but may not be timited to: Sotid Waste, Pubtic Heatth, CDS, Pubtic Works, Event Center,
Sheriff's off ice, and Jait. Bait witt be deposited directty to the bank.

Departments/offices [ocated at the main county courthouse witt detiver their deposit(s) in securety
seated, tamper-proot depostt bags to the Treasurer's office daity by 9:30 a.m. These offices include
the Auditor, Cterk, and Lower District Court.

Departments/offices having infrequent deposits are an exception, those offices may continue to
bring their deposit to the Treasurer's office for deposit. These offices inctude Human Resources,
Assessors, Prosecutor, and Board of County Commissioners.

Att deposit detaits must be uptoaded to the Treasurer's workftow page ontine, faiture to submit your
electronic receipt witl resutt in funds being ptaced in suspense. lt witt be the responsibitity of each
department to track their funds.

Deposits witt be ptaced in a securety seated, tamper-proof bank bag atong with a deposit stip
ptaced in the bag. Att staff responsibte for preparing a daity deposit witt be trained by the
Treasurer's office. Off-site departments witt atso prepare a receipt tog, provided by the Treasurer's
Office, to be fitted out for accuracy and ease of reading, inctuding Date, Bag Number(s), Deposit
Amount(s), Pickup Time (to be fitted in by a Security Deputy), and Security Deputy's Signature.
These forms are to be inctuded with, but outside of, the seated bags to be detivered to the bank. lt
witt be the department's responsibitity to retain the spreadsheet of deposit activity for a minimum
of one yoar.

Deposits must be kept in a locking safe/drawer untit they can be picked up. Keys and/or the
combination to the tocking drawer or safe shoutd be timited to setect emptoyees. Keys shoutd be
kept out of pubtic access. These keys shoutd never leave the office (i.e. go home with an
emptoyee). The combination must be changed when an emptoyee with knowtedge of the
combination terminates emptoyment. Each department/office witt provide the Treasurer's office
and County Security with the name(s) of authorized personnet in each department responsibte for
the deposit and where the deposit witt be tocated. Emptoyees shoutd atways verify the identity of
the security personnel each time the funds are reteased. Do not retease any deposit to security if
there are any questions or probtems; simpty state "the deposit is not ready" and contact the
Security desk at 777 and/orthe Treasurer's office at (509) 962-7535.
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The Security Deputy shat[ review the tog for accuracy before signing. By signing the [og, the Security
Deputy accepts responsibitity for detivery of the same to the Ettensburg Branch of U.S. Bank on the
same day of acceptance. The Security Officer shat[ not be considered responsibte for any
inaccuracies within the detivered tamperproof bags if the bags are detivered to the bank intact.

The Security Deputy is not required to remain in attendance at the bank white the bag contents are
processed, alt deposits other than the Auditor's DOL deposit witt be ptaced in the bank's drop box.
The bank witl process the deposit, and if discrepancies are found by the bank or white processing at
the Treasurer's office, we wit[ notify your department to rectify the deposit.
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Safeguarding Funds in an Emergency

Description

ln the event an emergency occurs and/or the evacuation of the department or work site is required,
atl funds must be secured in a locked tocation. This shoutd take ptace onty after determining the
safety of att emptoyees within the department. These precautions shatt be the responsibitity of the
Etected Officiat/Department Head.

Robbery

A robbery is a person-on-person crime that occurs when an offender takes something of vatue by
force or threat of force. Because it is a serious risk to emptoyees, it is important to train emptoyees
and imptement strategies to mitigate risk. The average robbery takes ninety seconds from start to
finish, so be prepared to react quickty.

Procedures to fottow during* a robbery:

1) Always assume that there is a weapon, even if you don't see one.
2) Be potite and accommodating. Do not upset or antagonize the suspect. The catmer you

are, the catmer the suspect witl remain.
3) Keep tatking to the suspect. Exptain your every movement. Avoid making any quick

movements that might atarm the suspect.
4) Do exactty as the suspect asks.
5) Obeerve any diotinguishing fcaturcs/monnerisms of the suspect. Try to remember the

distinguishing features of the robber, as part of the subsequent investigation wiil. invotve
law enforcement asking you to describe the robber.

6) Note any evidence teft by the suspect - anything touched, dropped, or teft behind.
7) Listen to the voice, inftections, stang, or names that the robber uses.
8) Do not leave the premises or catl "8" 91 1 untit it is safe to do so.

* Offices/Departments located within the Courthouse shoutd, if possibte, without
endangering yoursetf or others atert Courthouse Security. Your office/department shoutd
refer to your emergency preparedness guide for your specific procedures.

Procedures to fottow after* the robbery:

1) Catt 911 and stay on the [ine until law enforcement officers arrive.
. Offices/Departments off-site shoutd catt 91 1 as soon as possibte. Courthouse

Security shoutd be notified after 911 has been catted.
2) Ctose your cash register or drawer, tock the entrance door, and notify your immediate

supervisor of the robbery.
3) No one except law enforcement officers and your department officiats shoutd be attowed

on the premises after the robbery.
4) Secure the entire robbery scene as best you can untit taw enforcement arrives.
5) Do not attempt to impede the suspect in any way. Any such action may put you or others'

lives/safety in jeopa rdy.
6) Be observant but not obvious.
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Fire or natural disaster

ln any emergency, rememberyour safety and any human safety is more important than County
Funds.

ln the case of fire or naturaI disaster, please refer to the County's buitding-specific Emergency
Action Ptan as wet[ as any written departmentat emergency procedures. The emergency
procedures to be fottowed at the cash hand[er's specific facitity shoutd be discussed and approved
with the department management, and the cash handler shoutd knowwhere al.t the exits are in the
facil.ity.
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CHAPTER 2:
Credit Card Policy and Procedures

Purpose

Acceptance of payment by credit/debit cards has proven to have benefits such as, but not timited
to ease of use through etectronic technotogy, mait, and processing ftoat reduction, improvement in
funds avaitabitity, less risk associated with defective checks, reduced detinquent cottections, more
timety payments, and reduced interest and penatties for customers.

The purpose of this poticy is to estabtish business poticies and procedures for accepting credit and
debit cards in Kittitas County. The poticy wit[ minimize risk and provide the greatest vatue, security
of data, and avaitabitity of services to our customers within the rutes and regutations estabtished by
the Payment Card lndustry (PCl) and articutated in the PCI Data Security Standards (DSS).
Additionatty, these processes are intended to ensure that payment card acceptance proe edures
are appropriatety integrated with Kittitas County's accounting and other systems.

This poticy appties to att Kittitas County emptoyees, departments, offices, or officiats who, white
doing business on behatf of Kittitas County, accept credit or debit cards or otherwise process,
transmit, or handte cardhotder information in physicat or etectronic format.

C,.--^-., c+^r^-^-l9qrrrrrror y gtd(tilttEt t(

County departments may accept credit or debit cards for payment of services or goods untess
prevented by statute or other policies. When any County department or office ptans to accept
credit or debit cards as a payment method, the Treasurer must be informed, and the Treasurer's
office witt assist in that process. Districts for whom the Treasurer acts as the ex officio treasurer
shoutd atso consutt with the Treasurer before negotiating a contract to accept and process credit
or debit cards. Finat ptans must be approved by the Treasurer before imptementation and
Department Head/Etected Officiats must work with the lnformation Technol,ogy Department to
ensure PCI comptiance.

Any fees charged to the county inctuding but not timited to equipment, monthty merchant fees, etc.
witt be debited by the Treasurer f rom the appropriate f und.

Acceptable Credit or Debit Cards

Kittitas County currently accepts VISA, MasterCard, Discover, and American Express cards and
has negotiated contracts for processing Credit or Debit card transactions. lndividual. Kittitas
County emptoyees may not use or negotiate individuat contracts with these or other Credit or Debit
norr{ anmnaniaa ar All l1i++i+^^ l.\^,,-+,,^^r:si^^ 
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to negotiate a contract for credit card processing.

Prohibited Credit or Debit Gard Activities

Kittitas County prohibits certain credit card activities that inctude, but are not timited to
o Accepting Credit or Debit cards for cash advances
o Refunds more than the originat sate amount
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Credit or Debit Card Fees

o Discounting training or service based on the method of payment.
. Adding a surcharge or additionaI fees other than those posted to Credit or Debit card

transactions

Each credit or debit card transaction witt have an associated fee charged by the credit card
company. Fee(s) must be posted at the point-of-sate termina[ location.

Per RCW 36.29.190 a payer using etectronic payment must pay the transaction processing fee
except in certain circumstances outtined in the RCW.

lf a department chooses not to charge the transaction processing fee the county department or
taxing district must seek approvaI from the county tegistative authority, or the tegistative authority
of the district where the county treasurer serves as ex off icio treasurer.

Refunds

lf it is found that a credit card charge was processed in error a refund may be processed. The
refund must be credited back to the account that was originatty charged. Refunds over the originat
sate amount or cash refunds are prohibited.

Chargebacks

Occasionatly a customer wit[ dispute a credit or debit card transaction, uttimatety teading to a
chargeback. ln the case of a chargeback, the Kittitas County Treasurer's Office witl. be responsibte
for distributing chargebacks to the appropriate departments for proper correction.

MaintaininE Securitv

ln response to increasing incidents of identity theft, the major payment card companies created
the Payment Card lndustry Data Security Standard (PCl DSS) to hetp prevent the theft of customer
data. PCI DSS appties to at[ businesses that accept payment cards to procure goods or services.
Comptiance with this Standard is enforced by the payment card companies. Generatty,
noncomptiance is discovered when an organization experiences a security breach that inctudes
cardhotder data.

Security breaches can resutt in serious consequences for Kittitas County, inctuding the retease of
confidentiaI information, damage to reputation, the assessment of substantiaI fines, possibte tegat
tiabitity, and the potentiat loss of the abitity to accept payment card and eCommerce payments.
Kittitas County witt make every effort to ensure that Data Security Standards are adhered to. The
Kittitas County PCI Comptiance Monitoring Process is outtined in Appendix 4.

o Departments and administrative areas accepting credit or debit cards on behatf of Kittitas
County are subject to the Credit or Debit Card lndustry Data Security Standards (PCl DSS).

r EmaiI shoutd not be used to transmit credit card or personal payment information.
o Kittitas County requires that att externa[ service providers that handte credit or debit card

information be PCI comptiant.
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Kittitas County restricts access to cardhotder data to those with a business "need-to-
know."
For etectronic media, cardhotder data shatt not be stored on servers, tocat hard drives, or
externa[ (removabte) media inctuding ftoppy discs, CDs, or thumb (f tash) drives untess
encrypted and otherwise in fut[ comptiance with PCI DSS. For paper media, cardhotder data
shat[ not be stored.
Credit card or personaI information is never downtoaded onto any portabte devices or
media such as USB ftash drives, compact disks, taptop computers, or personaI digitat
assistants.
The processing and storage of personatly identifiabte credit cards or payment information
on Kittitas County computers and servers is prohibited.
Onty secure communication protocots and/or encrypted connections to the authorized
vendor are used during the processing of eCommerce transactions.
Ensure that POS systems are secure, up-to-date, and comptiant with industry standards.
The three or digit four-digit vatidation code, or fut[ contents of any track data f rom the
magnetic stripe, personal identification number (PlN), or encrypted PIN btock are never
stored in any form.
Att media containing credit, debit card, or personaI payment data must be destroyed when
retention time is met.
The Treasurer must be notified immediatety in the event of suspected or confirmed toss of
cardhotder data. Details of any suspected or confirmed breach shoutd not be disctosed in
any emaiI correspondence.

Wireless Technotogy

Kittitas County wit[ use wiretess technotogy to process or transmit cardhotder data over a secured
network. Kittitas County emptoyees wit[ never transmit cardhotder data over an unsecured
network. The storage of cardhotder data on [oca[ hard drives, ftoppy disks, or other external media
is prohibited. lt is atso prohibited to use cut-and-paste and print functions during remote access.

Sanctions

The Treasurer may suspend the credit card account priviteges of any Kittitas County department
not in comptiance with this poticy or that ptaces Kittitas County at risk.

Training

Department Heads/Etected Officiats witt be responsibte for the training of off ice personnel in the
use of equipment and att proper steps associated with credit or debit card transactions inctuding
daity batancing and the importance of accuracy. Att emptoyees who witt be given access to
cardhotder data must undergo comprehensive training on credit card processing procedures,
inctuding security protocots and eustomer interaetion. AJter. training each emptoyee w!tt be
required to sign the Credit Card Poticy Acknowtedgement Form (Appendix 8) before being attowed
to process credit card transactions. lt is recommended that one emptoyee act as a lead trainer for
att emptoyees utitizing this service.

a
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Processing Procedures

Credit or debit cards may be accepted when the cardhotder is present in person or through an
ontine payment portat. Acceptance and processing of credit or debit cards over the telephone is
prohibited.

A daity accounting process must be estabtished to reconcite and record credit or debit card
transactions. The daity reporting of this must be provided to the Treasurer by 9:30 am each day

An approved Technotogies and Devices form must be fitted out by each department or office. This
form can be found in Appendix 8.

Onty authorized cashiers, designated by department management, are permitted to process credit
card payments.

Credit card transactions shoutd be handted in a secure environment with as much privacy as
possibte.
Separate off ice batancing duties from credit card processing to prevent errors or fraudutent
activities.

Guidetines
o The identity of the customer must be verified before processing any credit card transaction.
o Check the signature on the credit card against a government-issued identif ication card.
o Process credit card transactions onty after receiving proper authorization.
o When the transaction has been approved, two copies of the receipt must be printed; the

signed originat witt be kept by the department or district, and the second copy given to the
customer.

o lf a transaction is dectined, fottow estabtished procedures for informing the customer
discreetly.

o lf a refund is necessary, obtain proper authorization from management and document the
reason for the refund.

r Be vigitant for signs of potentiaI fraud, such as mul.tipte dectined transactions or suspicious
behavior.

o Report any suspicious activity immediatety to the supervisor and the County Treasurer.
r Daity batancing of atl transactions must be compteted at the end of the day or the next

morning before begi nning to accept new transactions.
o Daity reporting of at[ credit or debit card activity must be provided to the Treasurer's Office

before 9:30 am the next business day.

Department Responsibilities

o Funding the initiat equipment lease.
o lnstattation of equipment and training of emptoyees.
o Ensuring that att emptoyees, contractors, and agents with access to credit or debit card

data acknowtedge on an annuaI basis and in writing that they have read and understood
this poticy. These acknowtedgments shoutd be submitted, as requested, to the Treasurer's
Office ensuring that att credit or debit card data cottected by the department white
performing Kittitas County business, regardtess of whether the data is stored physicatty or
etectronicatty is secured.
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. Management of the system, inctuding but not timited to; required receipting, procedures,
refunds, chargebacks, reconcitiation, reporting, and communication with the processor.

o Resotvingand/or cottecting disputed or returned items.
o lmmediatety notifythe Treasurer in the event of suspected or confirmed loss of cardhotder

data. Detaits of any suspected or confirmed breach shoutd not be disctosed in any emait
correspondence.

Treasurer Responsibilities

Work with externaI vendors to coordinate credit or debit card policies, standards, and
procedures.
Review and modify the Apptication for Credit or Debit Card Account Acquisition or Change
as necessary.
Conduct lnternaI Auditing to:
o Periodicatty review Kittitas County emptoyee comptiance with this poticy and the Credit

or Debit Card lndustry (PCl) Data Security Standards (DSS).
o ldentify unapproved payment apptications or externaI vendors that cottect credit or

debit card data on behatf of the county.

InformationTechnotogyResponsl las
o When required, conduct Kittitas County's PCI DSS Setf-Assessment and comptete the

Kittitas County Attestation of Comptiance.
o Assist with Department PCI Comptianee needs.

a

a

a
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CHAPTER 3:

EFT Policy and Procedures

Background

As authorized by RCW 39.58.750, the Kittitas County Treasurer's Office can receive, disburse,
or transfer funds through wire or other etectronic communication. The Kittitas County
Treasurer's Office has estabtished the fottowing poticies and procedures per the
State Auditor's BARS GAAP manuat, 3.6 EFT - Receipts, and 3.8 EFT - Disbursement.

Statement

The use of EFT or ACH witl ordinarity onty be used as a method of payment to government agencies,
vendors and for county payrott. Att other use of EFT or ACH transfers witl be on a very limited and
approved basis by use of forms that provide safeguards. ApprovaI witt be provided by the Kittltas
County Treasurer's Office atong with the department invotved.

Non-Kittitas County agencies witt not be attowed to process EFT or ACH payments using bank
accounts that fatt under the Kittitas County umbretta. They witt be required to estabtish a bank
account, separate from the Kittitas County umbretta, using their own ElN.

Processes and lnstructions

ACH Processing

Kittitas County Treasurer's Office staff with ACH bank permissions are the onty persons authorized
to set and approve ACH transactions within the Treasurer's Concentration account, except for
Auditor payrot[ transactions, as described betow.

Staff in the Kittitas County Auditor's Off ice accounting department are atlowed to initiate ACH
payments for payrot[ and payrott-retated vendors directty on the banking ptatform. Payrott and
payrott-retated payments may onty be approved by a Treasurer's Office staff member with the
appropriate permissions. Permission to access, set, and approve ACH Transactions within the
banking ptatform must be approved bythe Kittitas CountyTreasurer. Atoken witt be assigned to
each person with ACH permissions.

AttACH payments must be duatty authorized by two parties. ACH approvats witl onty be done by a
staff member of the Treasurer's Off ice after a thorough review of required documentation.

Departments are responsibte for uptoading transaction requests directty to the Treasurer's
workf low page using the CAMAS Cashtax Submission form.

Distrlcts are responsibte for uptoading transaction requests directty to the Treasurer's workftow
page using the forms tab on the Treasurer's pubtic website.

ACH transactions are onty processed if requested by the department or district through one of the
above two means. lt is the requestor's responsibitity to verify at[ payment information in the request
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is accurate. ACH requests shatt be submitted two business days in advance of the actuat
transaction date. The daity cutoff time for ACH setting and approving within the Treasurer's Off ice
is 3:30 PM. ACH submissions submitted after 3:30 PM witt be processed the next business day.
Same-dayACH transactions witt be compteted on a case-by-case basis and atthe discretion of the
Treasurer's Office. The Treasurer's Office has set a same-day ACH cutoff of 10:00 AM.

Prior-day ACH activity is reconcited each business day during the regutar bank reconcitiation
process' Unidentified transactions are communicated to the Treasurer's Office management and
researched. Att suspicious transactions are immediatety communicated to US Bank Commerciat
Customer Service.

Domestic External Wires

Like ACH payments, wire transfers must be duatty authorized by two staff members of the
Treasurer's office. Onty Kittitas County Treasurer's Off ice staff members with wire permissions
may set and approve wire transfers. The Treasurer, Administrative Supervisor, and Finance Officer
in the Treasurer's Office are the onty persons who are authorized to initiate wire transfers. Other
staff may be abte to approve. A wire pin is provided to those who are authorized to initiate wire
transfers.

Generatty, wire transfers are only used under speciat circumstances. Wire transfer requests must
be received no later than five business days before the transaction date to attow the Treasurer's
office staff adequate time to verify information and cash ftows before the retease of funds. A
request by the department head, etected official, or district business manager (or equivatent) on
department or district letterhead with wiring instructions is required. The tetter shoul.d atso inctude
the reason for the wire and who verif ied the authenticity of the request. Requests witt be verified
with the district's business manager (or equivatent) via phone. lt is important to keep your contact
information up-to-date with the County. The request must be reviewed and approved by either the
Treasurer or the Finance Officer prior to the retease of funds.

InternationaI ExternaI Wires

lnternational wires are generatty not an approved way to transmit money to vendors as sending
money internationatly carries more risk-once money leaves the United States, it is untikety it can
be retrieved.

lnternationaI wires, if required, witt be done on a case-by-case basis with prior approvaI from the
Treasurer. lnternationaI wire tranefer requcsts must bc rcceived no later than 14 business c.lays
before the transaction date to attow the Treasurer's Off ice staff adequate time to verify information
and cash ftows before the retease of funds. A request by the department head, etected officiat, or
district business manager (or equivatent) on department or district tetterhead with wiring
instructions is required. The letter shoutd atso inctude the reason for the wire and who verified the
authenticity of the request. Requests witt be verified with the district's business manager (or
equivatent)via phone. lt is important to keep your contact information up-to-date with the County.
The request must be reviewed and approved by either the Treasurer or the Finance Off icer before
the retease offunds.
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Book Transfers

Book Transfers are internaI account transfers and are processed daity through the Treasurer's
ontine banking portat. Departments and districts that have bank accounts tisted under the
Treasurer's banking umbrelta may make deposits into their account and request to deposit money
with the Treasurer daity or weekty, depending on their deposit waiver status.

Treasurer's Bankinglnformation Reguests

The Treasurer understands that many vendors are not issuing checks any tonger and are instead
requiring bank information for EFT deposits. You may request banking information from the
Treasurer's office forvendor deposits, however, the banking information provided may onty be
used for the designated vendor. The Treasurer's office tracks each request by entity. Banking
information wit[ not be given for reimbursement of traveI expenses for individuats emptoyed by the
county.

When vendor deposits are being made directty to the Treasurer's account, a notice of deposit via
cash suspense receipt (departmenf/ or cash transmitta[ (district) must be sent to the Treasurer's
office by 12:00 PM, two days before receipt of the funds. lf funds are deposited into the Treasurer's
account and the proper notice is not received from the department or district within (24) hours of
funds being received, the funds witt be returned to the remitter.

Fraud Protection and Safeguard Procedures

A[[ accounts are required to have ACH debit fitters to btock att unauthorized ACH draft attempts.
Vendors may be added to the county's ACH debit fitter with approvat f rom the Treasurer or the
Finance Officer.

The Treasurer's office must notify the bank immediatety after seeing any suspicious activity
received or drawn from the Treasurer's accounts.

Money sent in error witl not be returned by any department or district via ACH, wire, or check, rather
we witl work with US Bank to initiate a return of the transaction as a whote.

ACH and/or wire information updates provided by a vendor or emptoyee must be verified before
any money is sent using the new information. lnformation shoutd be verified using the vendor or
emptoyee's contact information currentty on fite with the county before the updated information is
entered.
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Appendices

Appendix 1: Recognizing Currency and Coin

The FederaI Reserve Bank of the United States has the responsibility for issuing currency for the
United States. US currency takes the form of notes engraved on speciat paper and comes in
seven denominations, each being a portrait of a different famous American.

$t
$z
$s
$10

George Washington
Thomas Jefferson
Abraham Lincotn
Atexander Hamitton
Andrew Jackson
Utysses S. Grant

, Benjamin Franktin

ln addition, the face of the bitt contains key elements such as the denomination, Federal
Reserve Bank Seat, serial number, and Treasury Department sea[. The reserue side of a bitt is
qimilarfnralldennminatinnc Tharralrta docianctinn r{iffare hrri alcn an^6aro in+an nlanao lnuF,}Jvst o tt I lst I Prqv9o. tt I

the center of the bitt, under the words, "ln God We Trust", appears the Great Seat of the United
States.
ln tooking at a dottar bitt, you witl notice the fottowing:

r The vatue of each bitt is numericatty posted in atl four corners on both sides.
r The value is written out across the bottom of the face side.
r The FederaI Reserve Sea[ appears to the teft of the portrait. The Treasury Seat appears

to the right of the portrait, embossed over the written dottar amount.
r The unique serial number of the bitt appears both in the lower left portion and upper

right portion on the face of the bitt.
r The number of the Federal Reserve District that issued the bitt appears near at[ four

comers on the face of the bitt.

Currency is usuatty strapped in the fottowing amounts

DENOM}NATION PORTRAIT

DENOMINATloN BAND $TRAP
100

50
2V POUU

$zso
$t oo

$so

, $zs

$1,000
$1,ooo
sz,uuu
$1,ooo
$soo
$zoo
$t oo

10

5

2

1

34lPa1;r:



The coin is wrapped in the fottowing amounts

$t.oo san B

$o.os

$o.zs

$zs.oo

$1o.oo
00

$z.oo
50

i'|.00 (Elsenhower) $20.00

DENOMINATION AMOUNT
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Appendix 2: How to Controt Cash in a Smatt Office

Often it is diff icutt to divide duties in a smatl. office so there are adequate controls over cash. The
information betow is designed to aid in compteting the required work in smal.t offices.

Legend: f Person to perform the duty f Person shoutd NOT perform the duty
Backups can perform task with *

Two Person Office
Receive casnlcneck irom custom"rr, pr"par"
cash receipt report

Prepare and make deposits to ths Trea6uror,6
offlce and/or bank

Post activity to the chock rogioter and/or
finane iat records from the cash receipt book
and originat purchasing documents, making
sure purchases have been properly approved.

Keep possession of the checkbook and/or have
access to btank checks

h-^-^-^ ^L--r-r r rPdr E ultriuK r tiquEstu

Approve check requests, making sure to review
supporting documentation (invoice, receipt,
etc.)

Sign checks, making sure the request is
complete and approved,

Batance/reconcile check register/books to the
bank statement each month

Revlew the bank reconcitiation, making sure
that the ending balance on the check register
agrees to the adjusted balance on the checking
account statement

Person 1

Backup - cannot
approve check requests
prepared by setf

*

Backup

Person 2

*

Backup - cannot
approve check
requests prepared by
sel.f

*

*
Send to a centraloffice
to be reviewed, or have
Person 1 reviewthe
work

*

*

*

*

Note: lt is important to fottow att the boxes correctty to have an adequate segregation of duties. Lack of
segregation of duties increases the risk of loss to the County. lf you r department cannot accommodate
these guidetines, your office/department cash handting poticy must address Treasurer approved
alternatives.
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Legend: * Person to perform the duty f Person shoutd NOT perform the duty
Backups can perform task with f

Two Person Office
Receive cash/check from customers,
prepare cash receipt report

Approve check requests, making sure to
review supporting documentation
(invoice, receipt, etc.)

Person 1

*

Backup -
cannot approve
check requests
prepared by setf

Person 2

Backup -
cannot approve
check requests
prepared by setf

cannot approve
check requests
prepared by setf

Person 3
Backup

Backup

Backup

*

*

*
Prepare and make deposits to the
Treasurer's office and/or bank

Post activity to the check register and/or
financiat records from the cash receipt
book and originat purchasing documents,
making sure purchases have been
property approved.

Keep possession ofthe checkbook and/or Backup
have access to btank checks

Prepare check requests

*

Sign checks, making sure the request is
comptete and approved.

Backup

Bala nce/reconcile check register/books
to the bank statement each month

Review the bank reconciliation, making
sure that the ending balance on the check
register agrees to the adjusted balance on
the checking account statement

Backup

Have access to btank checks Backup

Note: lt is important to fottow att the boxes correctty to have an adequate segregation of duties. Lack of
segregation of duties increases the risk of loss to the County. lf your department cannot accommodate
these guidetines, your office/department cash handting poticy must address Treasurer approved
alternatives.

*

*
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Appendix 3: Reporting a Loss

Any revenue loss or overage over $50.00 must be reported to the Department Head/Etected
Off iciat, Lltet t Lu Llre Kittitas County Audltor (according to the Kittitas County Cash Handting poticy)
The submission shoutd inctude at[ retevant information and documentation.

Date of occurrence Department

Overage Amount Shortage Amount:

Emptoyee(s)invotved:

Explanation of overage/shortage

Was activity teading to overage/shortage per the Kittitas County Cash Handting Poticy?

Yes No: (if no, please exptain):

How coutd the overage/shortage have been avoided?

What steps witt be taken to prevent such an occurrence from re-occurring?

Department Head/Etected Officiat:
Reported by:

Received by

Date

Kittitas County Aud itor Date
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Appendix 4: PCI Comptiance Monitoring Process for Kittitas County

Objective: This process estabtishes a systematic approach for monitoring PCI compliance across
atl departments within Kittitas County to ensure the secure handting of credit and debit card
information.

1) Designation of Gomptiance Officer:
a. The County Treasurer shatt designate a PCI Comptiance Officer responsibte for

overseeing PCI comptiance across atl, departments.
b. The Comptiance Officer witt cottaborate with the lnformation Technotogy

Department to futf itt their responsibitities.
2) Establishing a PCI Gomptiance Team:

a. The Comptiance Officer witl assembte a PCI Comptiance Team comprising
representatives from the lnformation Technology Department and retevant
department heads.

b. The team witl work cottectivety to imptement and monitor PCI comptiance.
3) lnventory of Systems and Processes:

a. The Comptiance Officer, in cottaboration with the lnformation Technotogy
Department, wi[[ maintain an inventory of systems and processes invotved in credit
and debit card transactions across a[[ departments.

b. The inventorywitt inctude hardware, software, point-of-sa[e (POS)devices, and any
other components that handte cardhotder data.

4) Conducting RiskAssessments:
a. Regutar risk assessments wit[ be conducted to identify potentiaI vutnerabitities and

threats associated with systems and processes handting cardhotder data.
b. ldentified risks witt be prioritized, and mitigation strategies witt be devetoped.

5) Compliance Training and Awareness:
a. The Comptiance Officer witl ensure that emptoyees handting credit and debit card

information undergo regutar PCI comptiance training.
b. Awareness programs witt be conducted to keep staff informed about the

importance of PCI compliance and the potential risks associated with non-
comptiance.

6) lmplementingSecurityGontrots:
a. The lnformation Technotogy Department wit[ cottaborate with departments to

imptement necessary security controts outtined in the PCI DSS standards.
b. Security controts may inctude encryption, access controts, network security, and

regu [a r security aud its.
7) AnnualComplianceAudits:

a. The Comptiance Officer, in coordination with the PCI Comptiance Team, witl
conduct annual comptiance audits to assess adherence to PCI DSS standards.

b. Audits witt inctude both technicaI assessments and proceduraI reviews.
8) Vendor Management:

a. The Comptiance Officer witt estabtish a vendor management process to ensure that
third-party vendors invotved in etectronic payment processing comply with PCI DSS
standards.

b. Contracts with vendors wit[ inctude provisions for regutar security assessments.
9) lncident Response Plan:

a. A comprehensive incident response ptan witt be devetoped and maintained to
address any security incidents retated to credit and debit card information.
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b. The ptan witt inctude procedures for reporting and investigating security incidents
promptty.

1 0) Documentation and Record-Keeping:
a. The Comptiance Officer wit[ ensure that att departments maintain detaited records

of PCI comptiance activities, inctuding audit reports, training records, and incident
response documentation.

b. Records witt be retained per appticabte record-keeping regutations.
1 1) Periodic Reportingto Management:

a. The Comptiance Officer witl provide periodic reports to the Treasurer, sLImm arizing
the status of PClcomptiance.

b. Reports witt inctude an overview of activities, identified risks, mitigation efforts, and
recommendations for improvement.

1 2) Gontinuous lmprovement:
a. The PCI Comptiance Team witt engage in continuous improvement efforts based on

audit findings, emerging threats, and changes in pCl DSS standards.
b. Feedback from comptiance audits witt be used to refine and enhance security

controts and procedures.
13) External Audits and Assessments:

a. ExternaI audits and assessments may be conducted periodicatty by quatified third-
party assessors to vatidate internaI comptiance efforts.

b. The Comptiance Officer wit[ coordinate and facititate externaI assessments.
14) Poticy Review and Updates:

a. The Comptiance Officer, in cotlaboration with the PCI Compliance Team, wit[ review
and update PCI comptiance poticies and procedures regularty.

b. Updates witt be made in response to changes in PCI DSS standards or because of
internaI assessments.

15) Communication of Non-Compliance:
a. ln the event of non-comptiance, the Comptiance Officer witt promptty communicate

findings to relevant department heads, senior management, and the Board of
County Commissioners.

b. Corrective action ptans witt be devetoped and imptemented to address identified
issues.

This PCI Comptiance Monitoring Process ensures a proactive and comprehensive approach to
monitoring PCI comptiance across muttipte departments within the Kittitas County Government.
The process aims to safeguard cardhotder data, mitigate risks, and continuousty improve security
measures. Att departments are expected to activety participate in and support PCI comptiance
initiatives,
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Gash

Appendix 5: Gtossary

Attered Currency

Bank Check

Bank Money Order

Beginning Gash,
Gash Drawer

Check

Cash Suspense Receipt

Gollusion
Gounterfeit

Deposits
Embezzlement

Ending Cash
Endorsement

Forgery Fraud

Guaranty Deposit

Currency that has been changed or tampered with in order to attain
a greater amount for the currency than its face vatue.

Check drawn by a bank on itself and signed by an authorized
officer.
Check drawn by a bank on itsetf. The amount is encoded by the
customer's bank, and the customer comptetes the rest of the
check. There is atways a maximum timit to the check amount.
Cash in the handter's drawer at the start of the day or shift. Drawer
used to store currency, coins, and checks during cash handter's
shift when compteting transactions. This drawer shoutd be locked
when the cash handter is away for any reason.
Coin, paper currency, and att forms of negotiabte instruments.
Examptes of negotiabte instruments are personat checks,
cashier's checks, bank drafts, traveter's checks, money orders,
and credit card charge stips
Draft or order on a bank to be drawn upon deposit of funds for
payment of a ceftain sum of money to a person named or to a
bear and payabte on demand.
Kittitas County document that records revenue for a specific
department.
A secret agreement between two or more peopte to break a [aw.
Currency or coins that have been fraudutentty manufactured.
Creating counterfeit money is a fetony. Makers are subject to fines
and imprisonment.
To teave money with a bank or the Treasurer's Off ice for credit to a
bank account or fund.
Stip forwhich a depositor lists cash and items deposited.
Fraud is committed when an empl,oyee steats or assists another
to steat. Fraudutent misappropriation ions of money or property
entrusted to one's care.
Cash in a cash handler' s drawer at the end of the day or shift.
Signature ptaced on the back of a negotiabte instrument
according to law which transfers the instrument to another party.
The alteration of documents or instruments with fraudutent intent.
An attempt to obtain f unds in other than appropriate and tegat
names.

Money deposited with the County Treasurer's Off ice and hetd in
trust during a specific period of time. This money is refundabLe if
not needed.
The restriction of payment or part or atl of the f unds in an account.

Terrn Definition

Hotd
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ldentification lnformation piece that guarantees that its hotder is truty whom
he or she ctaims to be and who is detaited on the information
piece.

Loss

NSF-Non-Sufficient
Funds

A oaeh handlor obtoinc physicat custody of money, and then, due
to negtigence, theft, or other reason, cannot deposit that money
with the County Treasurer.
Checks returned by the bank due to insuff icient funds, ctosed
accounts, invatid signature, stop payment, or any other condition
making the chgck inva!id.
Amount by which cash or its equivatent exceeds the proper
batance.
Specif ic account that departments can use to document when a
deposit is over or short.
Party to whom a check is payabte, Party signing the check.
A revotving fund for very timited purposes. They provide a given
amount of cash on hand, the primary purpose being to provide
change. Some petty cash funds are used for smatt expenditures
and reimbursed by voucher.
A check dated ahead. lt is not payabl.e untit the date written on the
check. This !s not a [ega[ do-cument and shoutd not be accepted,
An intentional cottection error made by the cash handter such as
he/she did not obtain physicat custody of money or a change-
making error.
Notification that a restriction has been ptaced on one,s abitity to
cash a particutar check. lf a check has been [ost or stoten, or if
payment no tonger shoutd be made, a stop payment is initiated by
the customer.
The form which is submitted to the County Treasurer for atl monies
(cash or checks) cottected by a department or district.

Ove tage

Over/Short Account

Payee Payer
Petty Cash

Postdated Gheck

Shortage

Stop Payment

Transmittat - Gash
Suspense

Credit Gard Glossary

Term Definition
Address Verification
Service (AVS)

A risk management tooI that enables the County to verify the biil.ing
address of a customer presenting a credit/debit card for payment. An
AVS request is inctuded with the transaction authorization request. A
code is returned by the lssuers indicating whether the address given
by the cardhotder matches the address in the lssuers fite. A partial or

' no-match indicates a fraud risk.
Card Verification Value
(cw)

A unique vatue catcutated from the data encoded on the magnetic
strio on a credit/dehit r:ard rrnlirlatino nard infnrmatinn dr rrina rho
authorization process. The 3 digit, non-embossed number printed on
the signature panel on the back of the card immediatety fottowing the
last four digits of the credit/debit card account number. lssuer-
FinanciaI institution that issues credit/debit cards to cardhotders
and with which each cardholder has an agreement to repay the
outstanding debt on the card.

4217 :t g e



Cardhotder

Cardholder Data

The customer to whom a credit or debit card has been issued or the
individuat authorized to use the card.
Att personatty iOentitiaOte data about the cardhotder (i.e., account

, .numbel elpiratlon dgte, ?nd cgldho-tdel name.)
A processed transaction that is later rejected by the customer and
returned to the Acquirer.
Management Accounting and Executive offices that approve att third-
party service providers and coordinate the poticies and procedures
for accepting Credit and Debi! cards at Klltitas County.
A ptastic card used to initiate a credit transaction for the purchase of r

A Kittitas County emptoyee within a department who has primary
authority and responsibitity for Credit or Debit card and eCommerce
transa rocessr ng withi.n that department.
Any Credit or Debit card/device that bears the togo of American
Express, Discover Fina nciaI Services, JCB I nternationat, MasterCa rd
Wortdwide, or VISA, lnc.

Ghargeback

Gompany

Gredit Cards

Credit or Debit Gard
Account Change

Any change in the payment account inctuding, but not timited to: the
' use of existing Credit or Debit card accounts for new purposes; the

atternation of business processes that invotve Credit or Debit card
processing activities; the addition or atteration of payment systems;

r the addition or atternation of relationships with third-party Credit or
Debit card service providers, and the addition or atternation of Credit

, or Debit card processing technotogies.
Credit or Debit Gard A mutti-faceted security standard that inctudes requirements for
lndustry (PCl) Data security management, poticies, procedures, network architecture,
SgcurllV Standard (DSS) , software design, and othef criticat protective measures.
Debit Gards A ptastic card used to initiate a debit transaction for the puicnase ot

Encryption
goods and services.
The process of converting information into an unintettigibte form to
anyone except hotders of a specific cryptographic key. The use of
encryption protects information between the encryption process and
the decryption process against unautho rized disctosure

Kittitas County
, Management

Payment Card

iptRece A verification document to be printed dupticate and presented to th

, cus-tomer befole credlt card payment can be accepte d

Secu rity-retated info rm atio n (ca rd va [idatio n codes/va [ues, f u [[
magnetic stripe data, or personaI identification number (PlN)) used
to authenticate cardhotders, appearing in ptain-text or otherwise

, unprotected form.
For the purposes of the PCI DSS and this poticy, a Staff Emptoyee is
defined as entity that accepts Credit or Debit cards bearing the togos
of any of the five members of the Payment Card lndustry Security

' Standards Counci[ (American Express, Discover, MasterCard or
VISA) as payment for Kittitas County training and/or services.

e

Sensitive
Authentication Data

Staff Employee
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Appendix 6: lnternaI Controts Checktist
"This form must be completed by the manager and submitted with the acknowledgment form(s).

Policies
Have cashiers received training on how to

, properLy handte cash and othertypes of
, payments received?

ls there a formatized cash receipting poticy? ls
this reviewed with cashiers periodicatty?

poticies or procedures require that
cashiers accept onty payments made by check
or credit card for the exact amount of
transaction?

i Do tne poti;ies;a t;ceouiei pionioit
I cashing of personaI checks?

th;__*

'I

shiers required to take vacations and/or
job duties periodical.ty?

cash
ls written authorization
of start-up cash used?

in pl.ace for the amount :

ls the start-up cash counted and verified when
the cashiers receive their drawers at the
beginning of a shift?

ls the start-up cash kept in a secure Location
when not in use?

Cash intake

systems) or unique transaction numbers
assigned (computerized systems) for att
transactions, except possibty maited-in
payments?

Do at[ receipts, whether generated manualLy or
by computer, require the payment mode (such
as cash or check or credit card)to be tisted?

l

:

i

l

Question Yes No N/A Comments

Do cashiers immediatety endorse checks "for
deposit only" and date stamp them?

Are cottections secured throughout the day by

I

:

:

i

I

i

use of registers or locking cash drawers?

ls each cash drawer accessibte to onty one
person -the custodian -even during breaks
or lunches?

, Do cashieri toir< ineiicain ieeGt;ii, iaih
boxes or receipting terminal.s when they step
away?

!
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; eie ttt p"vm"nis receipteO ano iecoioeo
j immediatety, regardtess of whether additional,

research is needed (such as where to code the

Do cashiers batance their drawers at the end
ofeach shift and record deposit overages or
shortages?

Does management monitor over/short activity
to ensure such activity is reasonabte and
within normaI ranges?

ManuaI receipts

Are manual receipt books kept in a secure
tocation?
Do manuaI receipt books identify the
government's name? Note: rediform type

be used
Are at[ manuat receipt books tracked and
accounted for, used and unused?
lf a manual receipt book is used, is the original
voided or canceted receipt documentation
kept and accounted for?

Mailed payments
Are maited payments recorded on a

remittance list as maiL is o ed?
i Do two peopl.e open the maited payments
I together (one opens and the other records on
i the remittance tist)? lf this is not possible,

roceed to next uestion.
lf two peopte do not open maited payments,
have y*gu !qken o-the-I slg-ps lo reQqce ygyr rlsk! 

]

someone independent of cash receiptingDoes
match the remittance tist to the deposit

sfers
i lf any cash or checks are transferred between
I staff, is there documentation and agreement
, b"t*""n both peopte invotved as to the
i amount of funds transferred? For example,

, !h!s ry1ght gqcqr i! a {gpo9|t
. Gash registers

is consotidated

I _- --

r Are alt cash registers in good working order

)

I

transactions? {Note: this is commonty referred

i,!s

'ls

asaZ t9P9,)
the Z tape numbered sequentiatty, dated

I

i

and time stamped?
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Does someone monitor Z tapes for a high
number of "no sale" transactions, indicating
the cash register is being opened without a
trensagtign rung in?
lf managers use a cash register key to
authorize a void, is the key secured at all
times?

e usernames and
passwords, and do they sign in with these
credentiats when processing receipting
transactions? Are these credentiats kept

i--l

ited
to onty what they need to carry out their
duties?

Does someone independent of cash receipting
control the user permissions in the receipting
software?
Does the system prevent cashiers from posting
transactions to eartier or later periods? lf not,
is this monitored by management?

Vgids oradig stments
lf the cashier can perform voids or adjust

, transactions, is the reason documented and
support retained?

lf cashiers can perform voids or adjust
' transactions, does management ensure it

reviews at[ potentiaI void or adjustment
activity, such as by managers generating

, reports on their own?
Refunds
lf cashiers can process refunds, is each

r transaction adequatety documented, wit
information such as the reason for the return
and the customer's information?
lf cashiers can process refunds, are those
refunds authorized and reviewed by
management?

lf cashiers can process refu nds, does
management ensure it reviews at[ potentiaI
refund activity, such as by managers
generating reports on their own?
Security
Are cash and checks secured before Oeposit,
such as in a safe or other tocked location?

Does the security provided for the deposit
seem reasonabte, given the amounts on hand?
For example, it might not be appropriate to

cabinet.

h

i

cash might
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ls the deposit kept tocked up at att times when
unattended? For example, is the safe door

, requiring a code or
be entered to access it?

, Are keys or safe combinations to access funds
given onty to those who absoLutely need
access?

When emptoyees leave, is the safe
combination changed or does someone
ensure the keys are returned?

lf keys are used to access the deposit, do
senior personneI maintain a l,ist of who has
them, and are al.t keys safeguarded?

maintain

at their

Are alt funds deposited in futt? This means
monies received are directty deposited and not
used to pay bitts or fund petty cash.

Do the deposit sLips indicate the cash and
check subtotats for the deposit, as we[[ as the
amount of each check?

Are secure transfer bags (seated or tocking)
I used to transport deposits to the cashier or
r bank?

ng bank bags are in use, are the keys
d at aLt times?

lf tamper proof (sea[ed) bank bags are used,
: are they pre-numbered and numericatty
, accounted for (both the used and unused

bags)?
: Are deposits made as frequently as expected
, to comptywith tegat and poticy requirements?

lf they are not done in 24 hours, do you have an
approved waiver?

. lf deposits are not done in 24 hours, when was
deposit frequency last evaluated? Does it
make sense in tight of the votume of cash

, _ 
gctlyity- g! the yeggipl!ng_location?
lf the deposit is made with a financiaI

, institution (as compared to the County
, Treasurer), is it a qual.ified depository (RCW

39.58)?
Does a manager periodicatty perform a "tast

, [ook" at the deposit?

i

1

NSF checks
lf those who receipt payments aLso handle the
NSF checks returned bythe bank, does
management monitor this activityto ensure
activity is vatid and appropriate?
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Cashiers have customer account duties
lf those who receipt payments atso can adjust
customer account balances, does
management periodicatty review this
adjustment activity to ensure it is val.id? Does
management ensure it reviews att
adjustments, such as by managers running
reports themselves?
lf those who receipt payments atso invoice
customers, does management monitor to
ensure bitting is done at appropriate amounts?

lf those who receipt payments atso appty
payments to customer accounts, does

I management monitor that payments are
; posted to the correct accounts?

lf those who receipt payments al,so appty
payments to customer accounts, does
rrraRagement monitor that the totaI amount
cottected agrees to the totat payments apptied
to customer accounts?
Reconcile the deposit
ls the person performing the reconciliation
independent of cash receipting?

ls the reconciLiation performed promptty after

osit reconci[iation, is the
deposit reconcited by comparing the vatidated
bank receipt to the deposit sLip, as wet[ as to
ALL undertying receipt records or system

cash and check subtotats compared between
the source records and deposit records?

I

1...

i

.

i

I

I ls there a
, on discre

pol.icy or procedure for foLtowing up
pancies and notifying other key I

I

Iin the organization?

I reconciliation
ls the suspense fund reconciled monthty and
any outstanding items researched and
resolved?

'I

Does an independent person reconcite the
: bank statement and ensure atL deposits in
, entity records agree to the bank's information?

nt mon itor that
matches

I

ble and
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nt poriodicalty
nts of cash

Does someone monitor unanticipated
revenues?

Credit cards
Are empLoyees trained to know how to properly
handte a credit card transaction?
Does someone independent reconcile credit
card receipts to the total payment actlvity
shown in entity records? ls it done daity?

Does someone independent reconcile daity
activity to the amount reftected on the monthty
bank statement?

lf emptoyees can process credit card refunds
or credits, are adequate controls or oversight

to ensure each is vatid?

Source
This resource has been developed by the Centerfor Government lnnovation of the Office of the Washington
State Auditor. Please send any questlong comments, or suggestions to Center@sao.wa.gov.

Disclaimer
Ihls resource is for informational purposes only. lt does not representpres criptive guidance, Iegal advice, an
audit recommendation, or audit assurance. lt does not relieve governments of their responslbllltles fo assess
rlsks, des(n appropriate controls, and make management declslons.
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Appendix 7: Acknowtedgment Form - Cash Management

EMPLOYEE ACKNOWLEDGEM ENT

As an emptoyee of Kittitas County, I understand that the cottection and handting of cash is a
responsibility of my job.

I understand that I am persona[[y responsible for att County money within my controt, and may be
hetd tiabte for any loss occurring, unless the loss is caused by an act of God, a robbery, or a
statutory exception.

I understand that any cash overage or shortage must be reported to my etected officiat/Department
Head.

I acknowtedge that a discrepancy of $S0 or [arger, either over or short, witt resutt in a notification
being sent to the auditor's office, a record ptaced in my personnel fite, and the possibitity of a
written reprimand.

I have read, understand, and agree to abide by the Kittitas County Cash Handting Poticy.

Name (Print):

Signature

Department:

Manager/Supervisor:

Date
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Appendix 8: Credit Card Poticy Acknowtedgment Form

I acknowtedge that I have received, read, and understand the content of the Kittitas County Credit
Card Poticy. I understand that adherence to this poticy is essential for maintaining the security and
confidentiatity of credit card information and ensuring compliance with retevant regutations.

By signing this acknowtedgment form, I commit to comptying with the provisions outtined in the
Credit Card Poticy document. I am aware of the responsibitities associated with handting credit
card information and the importance of safeguarding this sensitive data.

I have read, understand, and agree to abide by the Kittitas County Credit Card Poticy.

Name (Print):

Signature

Department:

Manager/Supervisor:

Date:
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